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Staff Endpoint Security

- Wi-Fi Attack

- VPN

- Username&Password
- Malware/Vulnerability
- LockScreen

- Security Config
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Wi-Fi Attack
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VPN/Username&Password
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Vulnerability&Malware

- CVE-2017-8768 SourceTree RCE <=2.5¢c

- JetBrains All IDES RCE&LFD <=2016.1

- XcodeGhost malware

- Sparkle Updater(iTerm/SequelPro/Tunnelblick) MITM&RCE
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Security Resolution

Zero
Trust

*No INTRANET

*No PASSWORD
-ANYTHING NEED AUTH
-AUTH BY USER+DEVICE
TRAFIC AND AUDIT
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One Client Solves All

Client

Authentication Center || Information Collect

Self-Security

Authentication/Digital Certificate/Defend

Basic
Auto-Update/Long-Connection/Sync-Config/Notification
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Server

VPN Service
Backend Service
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Identity Source
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Difficulty 1: Cross Platform VPN

- Cross Platform
- Extensibility

- Stability

- Security

TT mobile client

VPN
macOS Windows Android i0S
L2TP || PPTP [[L2TP over IPSec|| Cisco IPSec || IKEv2 |[OpenVPN




Difficulty 2: No-password for VPN
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Difficulty 2: No-password for Web
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Difficulty 2: No-password for Web

accounts.meili-inc.com/enter?redirect=ht ® P
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Difficulty 2: No-password for App
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Difficulty 2: No-password for Third-party

Third-party No-Password Authentication
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Difficulty 3: Cross Wall
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Difficulty 4: Malware

DY L AN

- Software Name - CVE |
- Software Version - Exploit-DB
- Software MD5 - Blog/Site



Difficulty 5: Linkage

- SANGFOR

- Threadbook

- IDS

 Firewall

- Device Fingerprint
- Awareness Training



THANKS

101
oot1110
0110101
0100010

101
1010

110101
1110001

010111
0110

101110
10101000
0101000
101110
101011

0100010
0111, g (
1010

-0
o

gr110101
0110
101¢
101110¢C

0110
1010111

D110
1010100
J10111

0110
101011
101C
1010111
01101
01101

101110
1010

0110

ori1oi1o01
1010100

011010
101110
0110101

o100010
101110
1010

011010
1011100

101011
0110
D11100C

o11o0101
1010100
010111

0001110 0110

101
0110
0oo1110
0110101
0100010

1010



