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Staff Endpoint Security

• Wi-Fi Attack
• VPN
• Username&Password
• Malware/Vulnerability
• LockScreen
• Security Config



Wi-Fi Attack

WiFi万能钥匙 AIRCRACK-NG Social Engineering



VPN/Username&Password



Vulnerability&Malware

• CVE-2017-8768 SourceTree RCE <=2.5c
• JetBrains All IDES RCE&LFD <=2016.1
• XcodeGhost malware
• Sparkle Updater(iTerm/SequelPro/Tunnelblick) MITM&RCE



LockScreen



Security Resolution

Zero • N o  I N T R A N E T
• N o  PA S S W O R D
• A N Y T H I N G  N E E D  A U T H
• A U T H  B Y U S E R + D E V I C E
• T R A F I C  A N D  A U D I TTrust



Security Resolution

• W i - F i  A t t a c k
• V P N
• U s e r n a m e & P a s s w o r d

• M a l w a r e / Vu l n e r a b i l i t y
• L o c k S c r e e n
• S e c u r i t y  C o n f i g



Client

One Client Solves All

Self-Security
Authentication/Digital Certificate/Defend

VPN Authentication Center

Server

Information Collect

Basic
Auto-Update/Long-Connection/Sync-Config/Notification

macOS Windows Android iOS

Gateway

VPN Service

Backend Service

Landing Manage

Protocol



VPN

IDC

Before
Base Network

After
Base User/Device

VPN
Auth Connect

Connect



Identity Source

Authentication Center

Authentication
Center

Active Directory

LDAP

RADIUS

CONFIG FILE

802.1x

SQL









Difficulty 1：Cross Platform VPN

• Cross Platform
• Extensibility
• Stability
• Security

VPN

macOS Windows Android iOS

L2TP over IPSec Cisco IPSec IKEv2 OpenVPNPPTPL2TP



Difficulty 2：No-password for VPN



Difficulty 2：No-password for Web



Difficulty 2：No-password for Web



Difficulty 2：No-password for App



Difficulty 2：No-password for Third-party



Difficulty 3：Cross Wall



Difficulty 4：Malware

• Software Name
• Software Version
• Software MD5

• CVE
• Exploit-DB
• Blog/Site



Difficulty 5：Linkage

• SANGFOR
• Threadbook
• IDS
• Firewall
• Device Fingerprint
• Awareness Training
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