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Foxit Reader. Adobe Reader.

i

PDF, XML, XSL.
JavaScript, HTMLZE

I TN SESE TS

[/ERO TRUST SECURITY



B RE A SPDF T4 (58)

@

SEONRME Pl

BCOMME &4 &

%PDF-1.3

PDFXZ 14 Ffri& M HY
=

xref

0 257

0000000000 65535 f
0000000017 00000 n
0000000212 00000 n
0000000231 00000 n
0000000251 00000 n
0000000825 00000 n
0000000876 00000 n

BRI R 5|5k

[/ERO TRUST SECURITY

H—ARFIRPDFEIFEXT R BRK, FMA. TWHE. ERF, KT PDF
YHHEARAZE KL D AHstreamNistreamiob )

80 obj << [Type /XObject /Subtype /Image /Width 51 /Height 69 /BitsPerCom

<< ponent 8

/Type /Pages  /ColorSpace 29 0 R /Length 214 /Filter [ /ASCII85Decode /FlateDecode ]
/Kids[220R] >>

/Count 1 Stream
.
endobj endstream
endobj
Cross- trailer
reference table <</Info 19 0 R /Root 21 O R /Size

257/1D[<15481298DAABCC5184A2001C560B476B><6DCO90EE200F6EB

/ 5201096388FFCOD37>]>>
startxref 1REARYI R (Catalog), RFTMEFLEREER,

320283 F AR X 5| A Faytit
%%EOF

Adobe Systems Incorporated. PDF Reference, 6th edition, Nov.2006.
http://www. adobe. com/content/dam/Adobe/en/devnet/acrobat/pdfs/pdf
reference 1-7. pdf 131011



http://www.adobe.com/content/dam/Adobe/en/devnet/acrobat/pdfs/pdf reference 1-7.pdf
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Learn&Fuzz:
Machine Learning for Input Fuzzing

Patrice Godefroid Hila Peleg
Microsoft Research, USA Technion, Israel
pg@microsoft.com hilap@cs.technion.ac.il

ASE' 17 LST™M

Not all bytes are equal: Neural byte sieve for fuzzing

Rishabh Singh
Microsoft Research, USA
risin@microsoft.com

Mohit Rajpal William Blum Rishabh Singh
Microsoft Research Microsoft Research Microsoft Research
v-mohitalmicrosoft.com wiblum@microsoft.com risin@microsoft.com

arXiv' 17 LSTM/BLSTM/seq2seq

Deep Reinforcement Fuzzing

Konstantin Bottinger', Patrice Godefroid?, and Rishabh Singh?
'Fraunhofer AISEC, 85748 Garching, Germany
konstantin.boettinger @aisec.fraunhofer.de
“Microsoft Research, 98052 Redmond, USA
{pg.risin} @microsoft.com

arXiv' 18 Q-Learning
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Skyfire: Data-Driven Seed Generation for Fuzzing

Junjie Wang, Bihuan Chen', Lei Wei, and Yang Liu
Nanyang Technological University, Singapore
{wang 1043, bhchen, Lwei, yanghu } @ntu.edu.sg
'Corresponding Author

S&P° 17 PCSG

Faster Fuzzing: Reinitialization with Deep Neural
Models

Nicole Nichols, Mark Raugas, Robert Jasper, Nathan Hilliard
Pacific Northwest National Laboratory
1100 Dexter Avenue, Suite 500

Seattle, WA 98109 arXiv' 17
nicole.nichols@pnnl.gov

mark.raugas@pnnl.gov GAN

robert, jasperfpnnl.gov
nathan.hilliardfpnnl.gov

NEUZZ: Efficient Fuzzing with Neural Program Learning

Dongdong She Kexin Pei Dave Epstein
Columbia University Columbia University Columbia University
New York. USA New York, USA New York, USA
dongodng @cs.columbia.edu kpe1@cs.columbin.edu dave.epstein @ columbin.edu
Junfeng Yang Baishakhi Ray Suman Jana
Columbia University Columbia University Columbia University
New York, USA New York, USA New York, USA

junfeng @cs columbia.edu rayb@cs.columbia.edu suman @cs. columbia,edu

arXiv' 18 CNN
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SAGE: Whitebox Fuzzing for Security Testing
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Impact: since 2007

- 500+ machine years (in largest fuzzing lab in the world)

- 3.4 Billion+ constraints (largest SMT solver usage ever!)

- 100s of apps, 100s of bugs (missed by everything else...)
- Ex: 1/3 of all Win7 WEX security bugs found by SAGE =
- Bug fixes shipped quietly (no MSRCs) to 1 Billion+ PCs

- Millions of dollars saved (for Microsoft and the world)

- SAGE is now used daily in Windows, Office, etc.

m—)

Patrice Godefroid

Email: AT microsoft.com

Mail: rosoft Research, One Microsoft Wa

- HUEEERIE: Windows fuzzing team

-  #haMiEE: 63,000 non-binary PDF objects out of
534 PDF files (seed minimization)

- ESCESEMEEE: 1,000 PDF objects

fR8Y: LSTM with 2 hidden layers

SCIRIMES: 4-core 64-bit Windows 10 VMs with 20GB

[LLearn&Fuzz:

Machine Learning for Input Fuzzing‘ .

Patrice Godefroid
Microsoft Research, USA
pg@microsoft.com

Hila Peleg
Technion, Israel
hilap@cs.technion.ac.il

Rishabh Singh
Microsoft Research, USA
risin@ microsoft.com

of RAM

B4 50 epoch 10 hours
HREPDFEIE=: 1,000 per 10 epoch
Mix4E8 (Edge) : Pass rate(70%-97%).
Instruction coverage, Bugs(1)




@

SEONEME bl

(1s8)

BCOMME &4 &

— |—\—| \)-L\_l_
}57|<12'L
Y aE=

Hrim e

181155
&Rk

y - " - ~ T “ \
/ERO TRUST SECURITY



it

)]

i

BCOMME &4 &

1. Dataset
construction

Crawler &=

‘ Initial Seed
| samples minimization Pdf
i dataset

|| Pd
streams

Extract -
obj/stream l Pdf objs m,

Vectorization

LSTM, BLSTM,
Attention, etc.

Structure, parameters

Attach to
pdf host

Effectiveness

Foxit Reader, Adobe Reader,
Mupdf, Chrome, Edge et al.

measure

Coverage

s @



#iEeErgzE (DATASET CONSTRUCTION) ISe
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1. Dataset
construction

|| Initial . .Se.e d . | Pdf Extract
samples minimization et obj/stream

Crawler &

#IInPDFFAS::  (Testsuite+Fuzzing) obj2#: 71,779 55,058
Stillhg.com PDF Database/Mikail's PDF database e g
QualityLogic’s PDF 1.7 Application Test Suite stream/giy: 23,521

Adobe PDF test suites 32.77%;'5'5*%stream|§|’90bj
Ghent Working Group Test Suites

PDF cabinet of horrors
Pdfium tests

IR RBBEERE

20000+ 251 37.996%

obj it

[ERO TRUST SECURITY


http://www.stillhq.com/pdfdb/db.html
http://www.qualitylogic.com/Contents/Printer-MFP/Technology/PDF.aspx
https://web.archive.org/web/20150228065245/http:/acroeng.adobe.com/wp/?page_id=10
http://www.gwg.org/download/test-suites/ghent-output-suite/
http://www.opf-labs.org/format-corpus/pdfCabinetOfHorrors/

1B

\-

{“O"Z "\n”, "t ", "2 "!", "3 "\"", "4": "#", "5 "S", "6": "%", A "&", "8": "”', "9": "(",
"10": )", "1 TR, M12" e, M3, M4t Y, st L, e Y/, 17 0", 18 M,
"19": "2", "20": "3", "21": "4", "22": "5", "23"; "6", "24": "7", "25": "8", "26": "9", "27": ":",
"28": 13", "29": "<, "30": "=", "31M: ">, 132" MPY, "33 @, 34" "A", "35": "B", "36": "C",
"37":"D", "38": "E", "39": "F", "40": "G", "41": "H", "42": "I", "43": "J", "44"; "K", "45": "L",
"46": "M", "47": "N", "48": "0", "49": "P", "50": "Q", "51": "R", "52": "S", "53": "T", "54": "U",

"55": V", 56" "W, 57 XY, 58" Y, "59": "Z", "60": "[", "61": "\\", "62": "]", "63": "A",
"64": " ", "e5": "™, "66": "a", "67": "b", "68": "c", "69": "d", "70": "e", "71": "f", "72": "g",
"73%: "h", 74N N, st T, et kY, 7t T, 78 m Y, 79 'n”, 80 "o, "81": "p”,
"82":"q", "83": "r", "84": "s", "85": "t", "86": "u", "87": "v", "88": "w", "89": "x", "90": "y",

ll91ll: llzll’ ll92ll: ll{ll' |I93ll: 1] | |I’ ll94ll: ll}ll’ ll95ll: ll~|I}

OBJ= &4

corpus length: 11,913,817
total chars: 96
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XJOBIBHTM ANy, FHAGIRAAIE, PA/)II4RR
R, XG0 I R A

LSTM, BLSTM,
Attention, etc.

Build
2. Training Vectorization tra|n|ng >
model

Structure, parameters
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AT (CUT THE TEXT)

SFRE 11,913,817

#HUKE: maxlen = 50, step =3
YIS ERESIEL: 3,803,562(Training:3,042,849, validation:760,713)

G

N

W

sentences next_chars
'obj\n<<\n /Type /Page\n /Parent 33 0 R\n /Resources' !
"\n<<\n /Type /Page\n /Parent 33 0 R\n /Resources 70" Y
"\n /Type /Page\n /Parent 33 0 R\n /Resources 700"’ 'R’

obj

<<
/Type /Page
/Parent330R
/Resources 70 0 R
/MediaBox [0 0 1247 1984 ]
/Group <<

/S /Transparency
/CS /DeviceRGB
/I true

>>

/Contents 2 0 R
>>

endobj




mE{ (VECTORIZATION)

Ty W
One-hot Vector/Encoding

N 1A &

X(len(sentences), maxlen, len(chars))

\ / l

FhEE RFEIKE Tk
3,803,562 50 96
8256 (yield)

i ﬁ%\

y(len(sentences), len(chars))

np.zeros((len(sentences), maxlen, len(chars)), dtype=np.bool)
np.zeros((len(sentences), len(chars)), dtype=np.bool)
i, sentence in enumerate(sentences):
for t, char in enumerate(sentence):
x[i, t, char_indices[char]] = 1

y[i, char_indices[next_chars[i]]] =

Format:



sEanls s (se) | (&)
REZIT =) | S
2LSTM summary ... input: | (None, 50, 96)

Istm_1_input: InputLayer
output: | (None, 50, 96)

Layer (type) Output Shape Param #
_________________________________________________________________ Y
_________________________________________________________________ input: (None, 50, 96)
Istm_1 (LSTM) (None, 50, 128) 115200 L ST e | (None, 50, 128)
Istm_2 (LSTM) (None, 128) 131584 T [ )
S output: (None, 128)

dense_1 (Dense) (None, 96) 12384 l

input: | (None, 128)
activation_1 (Activation) (None, 96) 0 dense_l: Dense ot | (None, 96)
Total params: 259,168 l nput. | (None, 96)
Trainable params: 259,168 activation_l: Activation outpat. | (None. 96)

Non-trainable params: O

2ELSTM ( LEARN&FUZZ t&7Y)



Rt

Istm_1_input: InputLayer

input: | (None, 50, 96)

output: | (None, 50, 96)

l

Istm_1: LSTM

input: (None, 50, 96)

Ay
(1se) | (&)
IS¢) | &

bidirectional_1_input: InputLayer

input: | (None, 50, 96)

output: | (None, 50, 96)

l

output: | (None, 50, 128)

bidirectional_1{Istm_1): Bidirectional(LSTM)

input: (None, 50, 96)
output: | (None, 50, 128)

input: | (None, 50, 128)

l

bidirectional_2(Istm_2): Bidirectional(LSTM)

imput: | (None, 50, 128)
output: (None, 128)

Istm_2: LSTM
output: [ (None, 50, 128)
input: | (None, 50, 128)
Istm_3: LSTM
output: (None, 128)

dense_1: Dense

input: | (None, 128)

output: | (None, 96)

Y

activation_1: Activation

input: | (None, 96)
output: | (None, 96)

3ELSTM

Total params: 390,752
Trainable params: 390,752
Non-trainable params: 0

l

input: | (None, 128)
dense_1: Dense
output: | (None, 96)
input: | (None, 96)
activation_1: Activation
output: | (None, 96)

2FEBLSTM

Total params: 505,952
Trainable params: 505,952
Non-trainable params: O
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input_1: InputLayer

input: | (None, 50, 96)

ATTENTION + 2=BLSTM

Total params: 1,856,086
Trainable params: 1,856,086
Non-trainable params: 0

(1SC)

ame

BIERMEE L&
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SEONEME bl

output: | (None, 50, 96)
Y
input: | (None, 50, 96)
bidirectional_1(Istm_1): Bidirectional(LSTM)
output: | (None, 50, 256)
A J
input: | (None, 50, 256)
bidirectional_2(lstm_2): Bidirectional(LSTM)
output: | (None, 50, 256)

L

permute_1: Permute

input:

(None, 50, 256)

output:

(None, 256, 50)

reshape_1: Reshape

input: | (None, 256, 50)

output: | (None, 256, 50)

input: | (None, 256, 50)
dense_1: Dense
output: | (None, 256, 50)
y
input: | (None, 256, 50)
attention_vec: Permute —
output: | (None, 50, 256)

N

input: [(None, 50, 256), (None, 50, 256)]
attention_mul: Merge
output: (None, 50, 256)
input: | (None, 50, 256)
flatten_1: Flatten
output: | (None, 12800)
input: | (None, 12800)
dense_2: Dense
output: (None, 96)




i

K

2241 batch size = 256 epoch = 60 optimizer = adam(lr=1e-4), loss="'categorical crossentropy’
zit@Zitsec:~/zou/Longma$ python3 pdf _obj _model_training.py

Using TensorFlow backend.
2018-08-20 09:43:28.161940: | tensorflow/core/platform/cpu_feature _guard.cc:140] Your CPU supports instructions that this TensorFlow binary was
not compiled to use: AVX2 FMA
2018-08-20 09:43:31.231878: | tensorflow/core/common_runtime/gpu/gpu_device.cc:1356] Found device 0 with properties:
name: TITAN Xp COLLECTORS EDITION major: 6 minor: 1 memoryClockRate(GHz): 1.582
pciBusID: 0000:02:00.0
totalMemory: 11.91GiB freeMemory: 11.74GiB
2018-08-20 09:43:31.231953: | tensorflow/core/common_runtime/gpu/gpu_device.cc:1435] Adding visible gpu devices: 0
2018-08-20 09:43:31.623790: | tensorflow/core/common_runtime/gpu/gpu_device.cc:923] Device interconnect StreamExecutor with strength 1 edge
matrix:
2018-08-20 09:43:31.623856: | tensorflow/core/common_runtime/gpu/gpu_device.cc:929] 0
2018-08-20 09:43:31.623868: | tensorflow/core/common_runtime/gpu/gpu_device.cc:942] 0: N
2018-08-20 09:43:31.624255: | tensorflow/core/common_runtime/gpu/gpu_device.cc:1053] Created TensorFlow device
(/job:localhost/replica:0/task:0/device:GPU:0 with 11370 MB memory) -> physical GPU (device: 0, name: TITAN Xp COLLECTORS EDITION, pci bus id:
0000:02:00.0, compute capability: 6.1)
Epoch 1/60
63232/3042849 | ] - ETA: 1:10:50 - loss: 3.6259 - acc: 0.2304
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1BENPREFIX STRING, [HZE(, MNEAREL, FNERKOB), FHOBJZERPDF

Structure, parameters
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Structure, parameters

new objs

new objs

new objs

AR BRI EE R Y
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o JFRAT NG 2 A AT HEWT
o FATH N Z HLIR T obj FIPDFFEA
L Yp kRS0 R, R el R
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iR objRT RIS ?Fﬁﬁﬁm TANE] ObJ
gyt £R Prefix = e

>
e new

objects

@Dﬁm%‘
E—NFERF

max_gen_len = 2000

HHIER B2 £ BCRY

== iy

ObjFFF &

. FEHRSEEEOB), MHOAFIEH:;
- GEMIKERY |:ﬁ1E, MELE. EFEEMFERT, TN EFIEIEPREFIXER
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def sample(preds, temperature=1.0):

preds = np.asarray(preds).astype('float6s')

preds np.log(preds) / temperature
exp_preds = np.exp(preds)

preds = exp_preds / np.sum(exp_preds)
probas = np.random.multinomial(1l, preds, 1)

return np.argmax(probas)

KA BRAL

RS ERMETKR, £
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Header

5 , host Body
ELhost3 4 Bt N #EYobjZ| I R N EhEY = o s i =
trailerfR#% pd 3zt K VEILE S trailer RRIRINENME
Cross-reference table

Trailer

A

i

[

)
o
.

new objl - HEESFEEEENE]E
Trailer

LUEBEEF (Incremental update) B9 TUERTEEREY0b)REINE!
hostSU4HIKRE, LIXThost3Z{FFobjHIEHNE G

[

)

o
=

Cross-reference table
Trailer

A

new obj2

[

new objn { Cross-reference table

LEROD TRUST SECURITY Trailer
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/_ - >
PDF4E
BEEMAE®AE DEONRME #hl
7 STrUCT FUFUD) SFUNUD)LZZD) 220 U 0D) I1T1€ (KUBl.&pS) /LIeator (AGODE FROTOSNOP Version d.uU) 77 JuuoBn  ozZn rgl bE:
> struct PDFObj sPDFObj[226] 227 0 obj ‘'Title (Butterfly Yellowl.eps) /Creator (Adobe Photoshop Version 5.0) 4DOBDh S5Fh  Fg: Bg:
> struct PDFObj sPDFOb3[227] 228 0 obj /Title (Brides_info.eps \(Converted\)~1) /Creator (Freehand 5.0) >> 4D11Ch 5Ah  Fg: Bg:
> struct PDFObj sPDFObi[228] 229 0 obj Author (meshur) /Title (Untitled-1) /Creator (PageMaker 6.3) 4D176h 57h Fg: Bg:
> struct PDFObj sPDFObj[229] 230 0 obj /Title (Butterfly Blue. eps) /Creator (Adobe Photoshop Version 5.0) 4D1CDh 35Ch  Fg: Bg:
> struct PDFObj sPDFObj[230] 231 0 obj Author (Steven D McShurley) /Title (Kanjisave.EPS) /Creator (Adobe Illustrator\(R\) 8.0) >>4D229h 73h Fg: Bg:
> struct PDFObj sPDFObj[231] 232 0 obj /Author (mcshur) /Title (PCUP, pm6) /Creator (PageMaker 6.0) 4D29Ch 55h Fg: Bg:
> struct PDFObj sPDFObj[232] 233 0 obj Author (meshur) /Title (tai98.aif) /Creator (Adobe I1lustrator\37777777650 6.0.1: AdobePS 84D2Flh 7Bh Fg: Bg:
> struct PDFObj sPDFObj[233] 234 0 obj /Author (SDM) /Creator (Adobe Illustrator\(r)) 6.0.1) 4D36Ch 4Fh  Fg: Bg:
3rege > struct PDFObj sPDFObj 2334] 235 0 obj /Author (mcshur) /Title (PCUP,pm6) /Creator (PageMaker 6.0) 4D3BBh 55h Fg: Bg:
M 71 - EECOE EEEEERC grees > struct PDFObj sPDFObj[235] 236 0 obj 'Author (meshur) /Title (Microsoft Word - Eurotai.doc) /Creator (ADOBEPS4.DRV Version 4.24) 4D410h 75h Fg: Bg:
T E6ER s e Stroked Text ?;723 > struct PDFObj sPDFObj[236] 237 0 obj FunctionType 2 Domain [01] /0L 0110] /€1[0010] /N1 > 4D485h 63h Fg: Bg:
I 11 - £6€€6 R EFFEE ;;;f'i > struct PDFObj sPDFOb3[237] 238 0 obj /FunctionType 2 /Domain [01] /c0[0010] /C0[1010] /N1 > 4D4ESh 63h Fg:  Bg:
$10.3 ; > struct PDFObj sPDFObj[238] 239 0 ohj FunctionType 2 /Domain [ 011 /010101 /171100269001 /N1 4D54Bh 69h Fg: Bg:
£l R A > struct PDFObj sPDFObj[239] 240 0 obj FunctionType 2 /Domain [0 1] /C0 [ 10.026900] /1011001 /N1 > 4D5B4h 69h  Fg: Bg:
> struct PDFObj sPDFObi[240] 241 0 obj /FunctionType 2 /Domain [ 01] /0[1100) /c1{0100] /N1 > 4D610h 63h  Fa: Bg:
« A; > struct PDFObj sPDFObj[241] 242 0 obj /FunctionType 3 /Domain [ 0 1 ] /Functions [ 237 OR 238 OR 239 0 R 240 0 R 241 O R ] /E4D6SOh BOh Fg: Bg:
§ > struct PDFOb] sPDFObj[242] 243 0 obj ShadingType 2 /ColorSpace /DeviceCMYK /Function 242 0 R /Coords [ 0 0 1 0 ] /Extend [ t4D73%h 81h Fg: Bg:
A AZ > struct PDFObj sPDFObj[243] 244 0 obj /FunctionType 2 /Domain [ 01] /€0 [ 0010] /C1[00.5490.90199 0] /N 1.06 4D7BAh  70h Fg:  Bg:
o » struct PDFObj sPDFObj[244] 245 0 obj FunctionType 3 /Domain [ 0 1 ] /Functions [ 244 OR ] /Encode [ 0 1 1 /Bounds [ ] 4D82Ah 7ih  Fg: Bg:
< > & > struct PDFObj sPDFObi[245] 246 0 obj ShadingType 3 /ColorSpace /DeviceCMYK /Function 245 0 R /Coords [ 0 00.190 0 1 ] /Ext4D89Bh 88h Fg: Bg:
Z > struct PDFObj sPDFObj[246] 247 0 obj /FunctionType 2 /Domain [ 01 ] /CO [ 0.90199 0.90199 0 0] /C1 [ 010.80] /N1 40923h 71h  Fa: Bg:
A A\ > struct PDFObj <PDFObj[247] 248 0 obj /FunctionType 2 /Domain [ 011 /0 [ 010801 /1000039101 /N1 4D994h 69h Fg: Bg:
% > struct PDFObj sPDFOb3[248] 249 0 obj FunctionType 3 /Domain [ 0 1 ] /Functions [ 247 O R248 0 R ] /Encode [ 01 01 ] /Bound4D9FDh 81h Fg: Bg:
A > struct PDFObj sPDFObj[249] 250 0 obj /ShadingType 2 /ColorSpace /DeviceCMYK /Function 249 OR /Coords [ 001 0 ] /Extend [ t4DATEh S81h Fg: Bg:
> struct PDFObj sPDFObj[250] 251 0 obj FunctionType 2 /Domain [ 0 1 ] 0 [ 0.431 0.961 0.188 0 ] C1100.549 0.702 0 ] N 14DAFFh 77h Fg: Bg:
A \ > struct PDFObj] sPDFObjEﬁSi% 252 0 obj FunctionType 3 /Domain [ 0 1 ] /Functions [ 251 O R ] /Encode [ 01 ] ”Bo:mds L] 4DB76h 71h Fg:  Bg:
X > struct PDFObj sPDFObj(252] 233 0 obj /ShadingType 2 /ColorSpace /DeviceCMYK /Function 252 O R /Coords [ 001 0 ] /Extend [ t4DBETh 81h Fg: Bg:
““;“’" ”:‘;’é’j‘e"w”f“" " mg 4 > struct PDFObj sPDFObj(253] 254 0 obj S 36 /T 553 /L 595 /Filter /FlateDecode /Length 255 O R > stream H 1 KHTq 4 ¢U[4ARd -4DC6Sh 224h Fg:  Bg:
P MG A0 2oica ALIOU > struct PDFObj 5PDFOb_1::354] 255 0 obj 448 . ) 4DESCh '16h  Fg: Bg:
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