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Business Benefits with DevOps edurekal

INCREASED customer conversion or satisfaction REDUCTION In application downtime or
failure rates

57% ) 46%

REDUCED IT Infrastructure spend INCREASE In customer engagement

D 46% 3%

INCREASE In sales No, the V\g e{)bus]i‘nesfs has not seen
measurable benefits from Devops

32% - 2%

INCREASE In employee engagement It's too early to sa
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IT Benefits with DevOps edurekal

44% FASTER TIME | 45% MORE

to market for new software releases Innovation

44% IMPROVED 44% ABILITY

application stability \ J torespond quickly to the
business requirements

34% REDUCED 17% THE BUSINESS
IT costs RECOGNIZES the value IT can add
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Enterprise Adoption of DevOps

Don’t know

Not adopting
DevOps

Adopting DevOps for
projects or teams

Adopting DevOps
company-wide

Adopting DevOps
for BUs or divisions

Source: RightScale 2016 State of the Cloud Report
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Gartnerf—DTEEE , 59%HIDevOpsH\FBE ST TRIFAINMME

DevOps team collaborating
with information security
Automated testing 47%

Automated release/deployment

Automating the workflow

Automation of manual steps

Modifying architectures

DevOps team collaborating
with compliance team
Revising the production
infrastructure change models
Education of stakeholders about

hav [evigbsgangnagagg rigk JEgg g e s o 4
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BREMIFERT. FIHR:

TR

- DevOpshIzhtlZiHBRDevFIOps=HHIRRE , MSecNRFB—MZHRIRE. TENIZFRAX~R

VB | SHARMEEHTRERNRE , ARFEIEEmREH.

DevOps@IF4EHY , FTLASectbEERFEL, FeEERYDevOps
EaEHIFELENNE , SIS EHEZIEEREF.

L i . S
15220 TERR T DevSecOpsRIFF A AR T I R BﬁMsEA&
HE | REMETE—HE | ISTRIRENAAT. 23 |

MIBOABIIE.

HRASSIRETERIIAR |, RERFER.

BEHES MNBOLSON , RS, oS —f
: :I!]%éﬂﬁéfn
ER et sCI Ba IR 4RFE(L , Security as Code

XA e EIF B EE S EDevOpsAYiiE+

- o
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Prevent

Continuous Continuous
Improvement Configuration

Continuous Continuous
Integration : Monitoring

Continuous Continuous
Deployment Learning

preprod S

Continuous Delivery

I
1
1
[
I
I
I
I
|
|
1
|
|

0 2017 Gartner, Inc

Source: Gartner (October 2017)
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HREARZARESZEUX TREMRE

WTIMRTEFFRAREBRBEGENILE T KN , BAEETRE | FIFENRERIERERS
BT A RAVFERER AT SRS TR IRAET.

IKIZAEUTFFR ARG EHIE CRT s | GEfh]
RYIDE, BUGIEI=ICI/CDIE.

RIT—MAFERELZE ARS SN AREAMBEREL | ZxHF85)
it FENHARARRFER. FEZETRSSREEERDH
(=N

BLHge B AP TV T Bt A Rz S U AR =4
SN , MARSSEFERTE BNTEEHS. Willl
NEERNZZEB AR 2B ARIUTRIRT.
MNTFERFTNARERSE , WEERAIBEEMCNNTEX , FRER
RAEE T EAEAEIREIE K.




+ Common abuse cases

« Static/IAST analysis
* Abuse case tests
» Code review

Threat modeling =
Security backlog items
Analyze/Predict >
Security backlog items

REEBUF

Pen testing * Incident root causes or
Compliance validation FMEA analysis
(PCI, etc.) « New attack surface?

Fuzzing Plan to update threat model s Rosloe ainiin

service for non-attack

usage

Pre-production Production

Stabilize

Intrusion detection
App attack detection

Ce Log information for
If we do X will it + Configuration validation af?tgr-incident analysis

mitigate Y? » Feature toggles/Traffic
Capacity shaping configuration
forecasting
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BAEREMERRRFAERERN “FE" Bk
STERIRBHEA

ERAA S | ERFTENLZERFNLN , MFETENLRE [ BAFESNE.
—FZD , NES XS EEMIEETSISRENERRT .

FEERR. ®RIRR=38Z AR —FF.
FAMEARIMAHEXPEZAYRIER |, BTLAMEIEMER , KRR
BEFRHETHMEMERYEH |, PEanE T REFIETRINEBHE
o5, WebNABOXIE, BITHRINMARFBERF (RASP) .
ZEHELETHANER , EFMEREFESEER. FAE
T ERRIZ 201 |, EMNASREBEEREERES.

e  ZlERE ARHNREERIFHERXE , manast
BENESBA T mEiRSFEE.

ZEAREHZE




18

3B FIT - |EREEBUF

BAREFTHaIEIREMXERR

PUCRYER AR AEZRERAY, B KREFERANATIRIESRSAITCIEFAIAM, K, BaailiER B
IFRIEHRIIB R SAKRIELH, FRLAZRBREENXG , REERIEEIXEEERE, fE2RFEEFRIEN
ZEImETIEE N SER RIS HAER.

BESRIEEXLEEERE. ERMAHPHNE LR RfIERE
HERFRICEEER, NTE2REE , NEXAIEEEIRE
HExlmEELCNEF B FIRBIRREEINES
RIEESTER(FRIRR ST ( SCA |, software composition analysis )
B, KRE— " NARKTRERINAY , iR EARTE
ExRS. BUBRE. Hiafd. 3£EE. &L, SCARJLAE[AbE
HERMXE , B LfERTRRATI R R DRI RIEERL.
AMEERFREFRRE , BENHENTEA#E—EH TR
B, ATEREIY. BUREE.

EIHERAEICE. SR EEERENEEH.
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R T 1ERRISAST/DAST , ERFHAEFIFFER

EDevOpstRIV T |, &GRISAST/DASTHABERIFERESLRAIFRE | TEREEENERMIRRI
ANSHE , FUEEESHRSELEIENTE , AEZEZRSINFRIELIAST,

«  XJINBERISAST/DASTHIT Lot | LAEIFHIER
DevOpsiyin=
BiERnZe it ZSEIIDEF ;
HEERM | e EEAPIS AR A RN TRt
HENZERFRAR , MAEEHETRE ARG, EEMFERE,

« T AREBETXRRNEGHMIEIS , LAESRNEN
AIFZZURIEETTAAR | HEMBITIHITIZES.,

«  HLFERZEIMNARFGLZENE (IAST , Interactive
Application Security Testing ) TH, IAST3E
SAST/DASTHRIBESD , Bk T EfIRISER , BEBER
SRR,

DAST (Dy )

g ——
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BRXNFLZA SRS

- FRAREDevOpsHIEEAE , BRIENANILE , KR THTEARRIZEIRE) | 1HIE
BEARZEEE , NTREEE T EREEER R EHIAIHTZR.

FARBAE R ENERZEANZ )
RERNBSHAREAEMNAE.
NFRARH TV ERNS EmEREERIEII | L
ana{eNEEsA OWASP TOP 10

=BT, SAER , BREFH AR
BEREEERE , EEETTREF KA R BN
AR R A 4a TR st XIERIEII.
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HEASMERARAR , AREZEER , FRU—IEREHENR

- FARARRROCASEZES(FEERR , BEASTERNEE  MESBEERE—L , BN
Et:g , BER—E , MARCHERZEUEMIRIES L. il , 2B EELZEEEH. BN
TR,

B EIFFRAREHARHRRIZ T4 , FHRE]
BEE BRI

MNTRBOHRS , BEREH—NFRNEPEET
B | iR ARBITREIMEHERIER
ReAETEEER , RAsgtp iRt , FHi
EEMAYRS
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RAR2%EIEN

SHRAREL , £ ARBEIERDH, BXMESRIFERIER FSI1E
L SE—1NEE, e %‘E@f‘&%%?l‘;‘ﬁ ( Security Champion Model ) ,
EIAN— MU | TLMESTZRIENR) , FHEIH T — LSRR ATHAT,

22

= BN\ P

BB IZEE D —RBREmE , KT RBATEREREZH
RETE.

RELZETEARNEIRGEZRER , KEBANIZET—LT5AETA
B FHERIZ2EXKBEBIIA | SRR 255 | WREA
FSERAR , RegBITIEERG AL,
BLemENARERPAIINE | XIMITRITEIRIRII , i) TREE
%Z. BENTENIRMNEX,

TS TN | IBESENIZERRRANES | eI IAR

LJ\o

REEBUF

SEHAPRNZEKFE , 8
REFTERATRERAEFT

“ Security Champion
» Member of the project/product team
= Key contact for security
= Not a security expert
= Mandatory for each project

Security Broker
= Member of the security team

= Ensures security keeps a seat at
the table

= Key contact for security champions

= Platform and security by
design thinking
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AMEEXENBBRE , BEXIRENZS

- #£1918DevOpshy , FNRERREEMIIFNIZI T FERXRIIANS , "EhAlZMERME" EXRGEMZEE
RAHIANE (MBNHIE ) REMENAYESIENE | SRR ES]. HitsE,

RERASFIzEB XN BRI ELE | R T DevOpstEml FEFGHIEA , FRLAEXHZ4EEX
B TESRAIE—ENEERE , GiFHE T, F®iF. 8. TEEHE, RAEE,

B2 (Container) @5 —fEEXEUELISRISAIN SR, BBt e B RANEGRFEFRIERSR
AYBESD.
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MM EMERAEATFITENNER

- N —MEIR |, BDEMZEEREATFLTERAY, NREHT—ETE (MLEITEEERE ) &
[EEF AR ERHT , FEL B TERITERE.

RKEE. B, DERERFRRSG , NN RENCEPERDER. EITHHESE  MERE
BEFRI— RN, MREEH I, NMERECETHTERN , MAREETREFHT.
X, XNMT TN T B RGBS AR DevOps S (TEMTEFEENE. XNLE
MZ4REE | RARSEHSHIRFETESSENRERD. EEAEEGRNTERK,
XAED | R T RIE—EUESh , ERENREREMEFEERMATEM. thin , B— 1N ARISLA
WART | BREREIRNRRIT EMEEFERE.
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